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How do | do a factory reset on the unit?

Factory reset using the ‘Reset’ button.

1) Make sure that the DFL-700 is on.

2) Press and hold the reset button for 10 seconds.
3) Release the button.

Factory Reset using the Web configuration
4) Login to the DFL-700 web interface using its IP address (i.e. https://192.168.1.1)
5) Click on Tools> Reset> Reset to Factory Defaults

Factory reset using the Console connection

1) Connect one end of the supplied Serial Cable to the DFL-700 and connect the other end to your PC.

2) Run Hyperterminal from Start> Programs—> Accessories> Communications

3) Create a connection. Enter the Name. Click OK.

4) Under ‘Connect Using’, select the COM port that the serial cable is connected to. Click OK

5) Set the COM properties to 9600, 8, N, 1, Hardware. Click OK. You will now see a blank screen which shows
connected at the bottom left hand corner of the screen.

6) Power off for 5 seconds and then Power on the DFL-700.

7) You will now see a screen showing the following. At this point press any key to load the boot menu.
#£2111 - HyperTerminal =101 x|
Eile Edit “iew Call Transfer Help

Starting firewall core in 1 seconds.
Press any key to abort and load boot menu

8) You will now be presented with the Boot Menu. Select Option 1 by pressing 1.

#§2111 - HyperTerminal =] ﬂ
File Edit Wiew Call Transfer Hslp

Starting firewall core in 2 seconds.
Press any key to abort and load boot menu

Loading bootmenu.cfx [N

D-Link serial console menu v1.00.00

1. Reset unit to factory defaults
2. Revert to default configuration
3. Set password for the admin user
4. Start firewall

Select menu item: 1

This operation will reset this unit to factory defaults.
Are you sure you want to continue? (Y/N) _

| il I

Connected 00:09:14 lauto detect (5600 8-1-1 [Gcroll [caPS  [wom  [Capture  [Printecho

9) Press Y when prompted to continue. The unit will then reboot with the factory default settings.

How do you backup the DFL-700’s configuration?

1) Log on to the DFL-700 using its IP address (i.e. https://192.168.1.1).
2) Click on Tools> Backup.
3) Click on the Download Configuration button.

4) Save the ‘backup.pkg’ to your preferred location.
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How do | block URLs using the DFL-700’s Content Filtering
function?

1. Login to the DFL-700 web interface using its IP address (i.e. https://192.168.1.1).
2. Click on Firewall-> Policy. Click on the LAN->WAN policy option.

D-Link DFL-700

Building Networks for People
Network Security Firewall

m HIGVLM Servers  Tools  Status Help

Firgwall

f

Firewall Policy

Select which policy to edit:

Policy

Global policy parameters

LAM-x Wi policy - 4 ules, NAT enabled
WiAM-» LAM policy - O rules

LAN-» DMZ policy - 3 nules

D> LAN policy - O ules

WAM-3DMZ policy - O rules

DMZ-='waN policy - 4 rules, NAT enabled

Port Mapping

Users

LE

3. By default, there will be 4 rules available.

u Select "Add Mew" below, or select a rule from the list to edit it:
 Cardc e :
Services LAN-»WAN Policy
Name Action Source  Destination Service
i v #1 drop_smb-al Drop Ay Ay emb-all [Edit]
VEN #2 sllow_ping-outbound Allow Ay Ly ping-outhound [Edit] 9
o
#3 allow_ftp-outbound Ll iy Ly ftp-outbound [Edit] @
STl #4 sllow_standard Allow Ay Ay TCP+UDP+ICMP  [Edit] %
Cedificates [Add new] 5;
£
i

For content filtering to work, all HTTP traffic must go through a single policy, which uses the HTTP ALG. To do
this, you must do the following.

4. Delete the ‘allow_standard’ rule which allows all traffic from the LAN to go through

i. Click on ‘Edit’ on the ‘allow_standard’ rule
ii. At the bottom of the screen, there is an option for ‘Delete his rule’. Check this box then click on ‘Apply’

990

Aopplv Cancel Helo

¥ Delete this rule

5. Create a rule to allow outgoing DNS
i. Click on ‘Add New’
ii. Enter the name as ‘allow_dns’, set the Action to ‘Allow’, set the Service to ‘dns-all’, set Schedule to
‘Always’ then click on ‘Apply’



DFL-700 FAQ

Page 4

= s,

T L A Radad

Users

—

Narme: Iallov_\lﬁc!ns |

given position. Blank = last.

Source Nets: |

... Users/Groups: | "Any" = Any authenticated

Destination Mets: |

... Users/Groups: | | "By = Any authenticated

| eave source and/ar destination blank to match eventhing

Service: I dris-all f,a-[
Custom source ports: I | Blank = any port
.. destination parts: I ’
Schedule: I-Alw,a_}g_s w]

"] Intrusion Detection / P ion:
ode: IInspection anly E

Alerting: [T Enable IDSADF dlerting via email for thiz rule

[T Traffic shaping - limits and guarantees far WAN traffic:

Lirnit Guarantee

Upstream: | | keites | | Kbit/s
Downstream:l | kbitts | | khit/s

Priarity: I Mormal Guarantes J}

Mote that prionties and guarantees will only work, if the traffic limits for the Woar
interface are configured correctly. Simple limits will howewver always work.

9 O

Aoplv Cancel

6. Create a rule for outgoing HTTP

Click on Firewall>

Services, Click on ‘Add New’

Enter the name as ‘http-all-content-ALG’, select the TCP/UDP Service, check the TCP protocol box, set
the destination port to '80, 443’, set the ALG to ‘HTTP/HTML Content Filtering’ then click on ‘Apply’

Policy

Port Mapping

—
Users

HEE ¢

Schedules

Services

VPN

Cerlificates

‘Content Filtering

L

Click on Firewall>
Click on ‘Add New’

m GG Servers  Tools  Status Help

Services Settings

Mame: |http-all-content-4LG

“7 TCP 7 UDP Service:

Frotocal: [ 1op
" upe

Source Ports: | iy

Destination Ports: [80.443

SYM Relay [T Protect the destination fram SN flond attacks
) ICMP Echo [Ping)

1 IP Protocol:
Protacals l
Example: "1-5.9, 15, 50-61"

o Group:

Services |

Comma-separated list of services or service groups.

Protocol-independent settings:

ICHP Errars: [

om the destination to the source

& =0 [BLG 3] implement extra application logic that is needed

i =
for zome protocols to work. propery, like for instance FTR. which needs to open up
dynaniic data channels in addition ta the command channel

Max ALG Sessions: ITEIIJ |

[T Delete this service

Apply Cancel Help

Policy—> click on LAN->WAN policy option

Enter the name as ‘allow_http’, set the Action to ‘Allow’, set the Service to ‘http-all-content-ALG’, set
the Schedule to ‘Always’ then click on ‘Apply’
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Policy

;
Port Mapping

Show policy: LAN->WAN LAN-SDMZ  Wial->DMZ
WWANSLAN  DMZSLAN  DMZWAN

Edit new rule:

M ame: Ial\qu};http |

Position: | Maves befare given position, Blank = last.

Achiar: | Allow i ! .

Source Nets: I

... Users/Groups: | | "Any' = Ay authenticated

Destination Mets: |

... Users/Groups: | | "By = Ay authenticated

Leave source and/or destingtion blank to match eventhing

Service: Ihtlp-all-cunlenl-iﬁLG E‘i
Custom soures ports: | Blank = ary port
... destination ports: |

Scheduls: |- Slways - =]
O ion Detection / P

Mode: IInspection anhly EI

Aletting: [T Enable IDS/DP alerting via email far this rule

[ Traffic shaping - imits and quarantees for WAN tiaffic:

Lirnit Guarantes

Upstrean I | kbit/s I | khitds
Downsiream I | kbit/s I | khitds

Priarity: INolmaI Guarantes »‘1

Mote that priarities and guarantees will only wark, if the: traffic limits for the W
interface are configured correctly, Simple limits will howeser always work,

2 90

Apply Cancel Help

7. Adding URLs to the Blacklist
i. Click on Firewall> Content Filtering, click on ‘Edit URL blacklist’
ii. Enter blocked URLs in the following format:

*blockedsite.com/*

*disallowedsite.co.uk/*

iii. To block potentially malicious file types, enter file extensions in the following format:

*.exe
*.com

H
N
Confent Fitering

Changes:

Activate

m GG Servers Tools  Status Help

HTTP Content Filtering
Edit Destination URL Global Blacklist:

The URL blacklist can be uzed to deny access to complete sites, to file types by extension, or ta URLs with
certain words in them

Use e.g. "example. org/™" ta dizallow access to an entire site,

Blank lines and lines beginning with "#"* are ignored.

#
# Blocked web sites
#

*blockedsite. com#~
*disallowedsite. co.uk~

#
# Deny access to patentially dangerous file types
#

9 © 0O

Apply Cancel Help
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iv. Click on Apply when done.

8. Click on ‘Activate’ on the bottom left hand corner of the screen to Apply all changes.

Changes:

Activate

Discard

9. Click on ‘Activate Changes’ to reboot the DFL-700 with the new settings.

NSl Firewall Servers Tools  Status Help

Activate Changes

Press "Activate Changes" below to save your changes and have them take effect,

Administration - o . _-—
If an administratar does nat log in within a set time, the unit will assume that you
accidentally locked powsell out, and revert ta its previous configuration.

Interfaces ‘wait for admin login for: | 1 mirute = before reverting.

il f

Routing
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How do I limit outgoing web (HTTP) traffic using the Traffic

Shaping function of the DFL-700?

1) Login to the DFL-700 web interface using its IP address (i.e. https://192.168.1.1).
2) Click on System-> Interfaces—>
3) Click on Edit next to WAN

D-Link DFL-700

Building Networks for People "
Network Security Firewall

AT B Firewall Servers Tools  Stalus  Help

s’/ Interface Settings
Fick an interface to edit from the below izt
s
Adminishation o

Help
Available interfaces
LN [Edit]
wish [DHCP] [Edit]
D [Edit]

[ )

10. Check the Traffic Shaping — interface speed limits. Set the Upstream bandwidth and the Downstream

bandwidth in kbit/s for your Internet Connection.
LGB Firewall Servers  Tools  Status Help

"I—/ Interface Settings

Edit zettings of the WAN interface:
[——
Administrafion
Change wWaN Type: [DHCP =] | Apply Changs

Interfaces Regular ethermet connection with DHCP-aszsigned IP addresses iz uged in many D5L and cable modem
netwarks. Eventhing is automatic.

¥ Traffic shaping - interface speed limits
I arder to do biaffic shaping bepond simple limits, such as guarantees and priorities, the traffic shaper
needs to know what the magimum bandwidth is. - Throughput through this interface will be limited to

these speeds.  |f the limits are set too high, traffic shaping will nat work.
PR—

These settings should match the speed of your Intemest connection.

Upstream bandwidth: [256 kbit/s
Downstrean bandwidth: |512 khit/s
M I Interf MTU Config 1on - maximum size of packets sent via this interface

Mormally, you do not need to change the MTU zettingz. By default, the interface uzes the maximum size

that the physical media suppoits.
MTU: |1SUU bytes. Upper limit: 1500.

9 90

Apply Cancel Help

11. Click on Apply.
12. Click on Firewall-> Policy> ‘LAN->WAN'’ policy.



DFL-700 FAQ

Page 8

D-Link

Building Networks for People

DFL-700

Network Security Firewall

m GG Servers  Tools  Stalus

Help

‘,”/ . = Firewall
Firewall Policy

Select which policy to edit:

Poli cy

Global policy parameters

LAM-+\wAM policy - 4 rules, NAT enabled
wfih-> LAM policy - 0 rules

Port Mapping

LM -» DMZ policy - 3 ules

DMZ-:LAN policy - O rules

wiAk->DMZ policy - 0 rules

DMZ->"waN policy - 4 rules, NAT enabled

Users

LE

10) Click Edit on the policy that you would like to apply the Traffic Shaping to. In this example, it is the ‘allow_http’
policy.

o ®
D-Link
Building Networks for People DFL-700
Network Security Firewall

‘Content Filtering

[ system BGCCIM Servers  Tools  Status  Help
‘/’I Firewall Policy
Changed settings of "allow_http".
Policy
" Show policy:  LAN-SWAN  LAN->DMZ Wi DMZ
WM LAN  DMAYLAN  DRZ-sWAN
———
Port Mapping Select "Add New" below, or select a rule from the list to edit it
L — L&MN-»wiaN Policy
Users 2 e .
Name Action Source Destination Service
#1 drop_smb-all Dirop Ay Ay smb-all [Edit]
Schedules #2 sllow_ping-outbound Allow Ay Ay ping-outbound  [Edit] I
#3 allow_ftp-outbound Allow Any Any ftp-outbound [Edit] @
#4 zlow_dns Allow Ay Ay dng-all [Edit] g"
T Services #5 allow_hitp Allow By Ay hitp [Edit] E_n
[Add new] g
5
[
VPN
v
If o ule matches, the connection will be denied and logged.
.
Cerlificates
-

11) Check the Traffic Shaping option on the policy and enter the speed that you would like the HTTP Downstream
traffic limited to in the Downstream option. In this example, it is 100 kbit/s. Click on Apply.
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Policy

ed
ervices
VPN

—

Schedules

-
—

Show policy:  LAN->WAN

LAN->DMZ  WAN->DMZ

efiM-r LAN

DMZ-2LAN - DMZ->'w/AN

Edit allow_http wle [HE):

Name' - )
Position: |5 | Moves before given position, Blank = last.

Action: IA\IDW :v-‘[

Source Nets: | 3

... Users/Groups: | V' = Any authenticated

Destination Nets: |

... Users/Groups: | "y = Any authenticated

Leave source and/or destination blank to match everything.

Service: Ihltp :av]
Custom source parts: I Blank = ary part
... destination ports: I
Schedule: I:A\wa_ys —!-:vi

™ Intrusion Detection / P ion:
Mode: I_Inspection only &

Aleting: T Enable IDSADP alerting via email for thiz wle

¥ Traffic shaping - limitz and guarantess for Wil tiaffic:
Lirnit Guarantes
Upstieam: [ kbirs [ | Khivs
Downstieam: [100 | khit/s I_ khitds

Pricrity: I Normal Guarantee s'e[

Mote that priorities and guarantees will onlp work: if the traffic limits for the WaM
interface are configured correctly. Simple imits will however akways wark.

[T Delete this rule

9 90O

12) Click on ‘Activate’ on the bottom left hand corner of the screen to Apply all changes.

Changes:

Activate

13) Click on ‘Activate Changes’ to reboot the DFL-700 with the new settings.

Adminisiration

Interfaces

10 ¢

Routing

System QiGN H " Tools Status Help

Apply_Cancel Help

Activate Changes
Press "Activate Changes' below to save your changes and have them take effect.

If an admiriztrator dogs not log in within a set time, the unit will assume that you
accidentally locked yoursel out, and revert ta its previous configuration.

"Wait for admin login for: [ 1 minute =] before reverting
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How do | limit all Internet access to a certain time (9am-
6pm) using the Schedule function of the DFL-700?

1. Login to the DFL-700 web interface using its IP address (i.e. https://192.168.1.1).
2. Click Firewall-> Schedule. Click on the Add New option.

D-Link

Building Networks for People

DFL-700
Network Security Firewall

m Firewall =T O e Te ] i (o | (1 Help

Manage Schedules

Fick a schedule to edit from the below list:

o

JfE

Help
Port Mapping Available schedules
Hame Start Stop HRecurring
[Add new]
Users
Schedules

3. Enter the following details for the new Schedule. Set the name as ‘schedule_9am-6pm’. Set the Active from
date: 01 Jan 2004 and the Hour to 9. Set the Active to date: 01 Jan 2005 and the Hour to 18. Check the
‘Recurring scheduling’ to ensure that the schedule is active throughout the year.

m Firewall BI=Ta7=ES e 7o) S (s (1] Help

"/ Manage Schedules
Edit new schedule:
[——
Policy
Mame: |schedulE_Sam-Bpm |

I ] i :| :.w'” ,” ,I B
Active from: | 01 Jan 2004 ng,lug I

Active to: ID‘I :.v'I IJan :.w"I I 2005 -*-I Hour |13 YH [inclusive)
[——
Users
ol Recurring scheduling:

Schedules 08:00 12:00 18:00

Me COOCOCCC O FFREREFFFERERE O OOOD D
— W OOOOOOONMERERFEREPERE R EC D000
Services we MOOCCOONNEREFERFRFEREREROCOC DO

O il l il il A A A A e A A s
FOOOOCONCFRRRRFRERFRRECOOCOCD
s« OOOOO0NO0OOO00N0OO0O0O0o00nn
OO0 O0D00O000Oooo00ooooonn

4. Click on Firewall> Policy. Click on the LAN>WAN policy option.
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5.

6.

7.

8.

Policy

Port Mapping

Users

LE

By default, there will
allow_ping-outbound

preisE

VPN

Cedificates

i

D-Link

Building Networks for People

DFL-700
Network Security Firewall

m HIC W Servers Tools  Siatus Help

K g Firewall
Firewall Policy

Select which policy to edit

Global policy parameters

LAN-»'wiaH policy - 4 rules, NAT enabled
itk -x LAl policy - O rules

LAN->DMZ palicy - 3 rules

DbdZ->LAN policy - O rules

‘with-> DM policy - O rules

DZ-2 AN palicy - 4 nules, MAT enabled

to edit it.

Select “Add Mew'" below, or select a rule from the list to edit it

LAN-+waN Policy

Name Action Source  Destination Service

#1 diop_smb-all Drop Ay Any smb-all E dit]

#2 allow_ping-outbound Al Any Any ping-outbound [E dit] 9

#3 allow_ftp-outbound Aillows Any Any ftp-outbound Edit] %

#4 allow_standard Aillawy Any Any TCP+UDP+CMP  [Edit] %‘

[Add new] §
=
i

be 4 rules available. Apply the schedule to rules #2, #3, and #4. Click on Edit on #2

Set the Schedule option to the newly created schedule ‘schedule_9am-6pm’. Click on Apply. Do the same for

rules #3 and #4 along with any other policies that you want the schedule applied to.

f

Policy

Port Mapping

Users

il

Schedules

11

VPN

Certificates

Conlent Flledng

[

Click on ‘Activate’ on the bottom left hand corner of the screen to Apply all changes.

Changes:

Activate

Discard

m LG Servers Tools  Stalus Help

Firewall Policy

Show policy:  LAM->WAN  LAN->DMZ  WAN->OMZ
WAN-LAN  DMZ-LAN  DMZ-WaN

Edit allow_ping-outbound rule [H2):

Marne: Iallnw_p\ng-outbound

Pasition: |2 | Moves before given position. Elank = last.

Action: I Allow w]

Source Nets: I

... Users/Graups: I | Vdny' = Any authenticated

Drestination Mets: I

Users/Groups: I | A" = By authenticated

Leave source and/ar destination blank to match everything.

Service: Iplng-outbound ; "‘i

Custom source ports: I | Blank = any port
... destination ports: I |

Schedule:

[my] ion Detection / P

Mode: I Inspection only .-"}

Click on ‘Activate Changes’ to reboot the DFL-700 with the new settings.
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NGB Firewall  Servers Tools  Stalus  Help
‘-’-’ Activate Changes

Fress "Activate Changes" below to save your changes and have them take effect.

[ —
Administration

If an administrator does not log in within a zet time, the unit will azzume that you

accidentally locked yourself out, and revert to its previous configuration.

[P —
Interfaces

it for admin login for: before reverting.

Routing
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The service | need to use is not listed in the group of pre-
defined services. How do | create a custom service on the
DFL-7007?

1) Log onto the DFL-700 using its IP address (i.e. https://192.168.1.1).

2) Click on Firewall> Services. This will list the pre-defined services that are available on the DFL-700.

3) Click on Add New at the bottom of the screen

4) Enter the name of the new service that you would like to add in the Name box.

5) Select the type of service from TCP/UDP Service, ICMP Echo(Ping), IP Protocol, Group

6) When entering a TCP/UDP Service, select the protocol type (TCP or UDP) and enter the Source Ports and the
Destination Ports.

23 D-Link DI

File Ed

~HBack ¥

Addl’gss I@ https:,l’f_l92. 165, 1.1 adminfservices?show= _"i @GD

m {IGT6/M Servers Tools  Status Help

Services Settings

[k

Mame: I
Policy
@& TCP / UDP Service:
Pratocal
Port Mapping :: LE’;
Source Ports I
[
Users Destination Ports: I |

SYM Relay. T Protect the destination from SYN flood attacks

R
Schedules . —
' ICMP Echo [Ping)
i ' IP Protocol:
Services Protocols |
Example: "1-5, 9,15, 50-51"
e
VPN ' Group:

Services |

Comma-separated list of services or service groups.
Cerlificates

i

Protocol-independent settings:
°"“°"“ Fitering ICMP Errars: T allow ICMP errors from the destination to the source

ALG: [-Mone- =

Application Layer Gateways [ALG 2] implement extra application logic that iz needed
far some protocals to work properly, lke for instance FTP, which needs to open up
dynamic data channels in addition to the command channel.

Max LG Sessions: I'IEIEI
Apply Cancel Help |
= |
€] bone. [ [ B [ meemet 7

7) Click on Apply.

8) Click on Activate at the bottom left hand corner of the screen

9) Click on the Activate Changes button to restart the DFL-700 with the new settings.

10) On reboot, this new service that you have created will be available when creating a new Firewall Policy and Port

Mapping.
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I am running a web server on my network via the DMZ

port. How do | open up port 80 (http) to my web server so
that it can be accessed from the Internet?

WAN IP:
195.74.119.181

LAN port DMZ port |:|
192.168.1.1 10.0.0.1/24
switch 10.0.0.3/24 ‘

LAN network =
192.168.1.0/24

A1l

Web Server

1. Login to the DFL-700 web interface using its IP address (i.e. https://192.168.1.1).
2.

Click Firewall> Port Mapping. Click on the Add New option.

Building Networks for People DFL-700
Network Security Firewall

| EEEEN Firewal
"/ Port Mapping / Virtual Servers

Select "Add New' to create a new port mapping, or select a mapping to edit fram the below list
-
Policy o

Servers Tools Status Help

Help
Port Mapping Canfigured mappings:
Name Source Destination Service Pass to
[ — [Add new]
Users

[P—

Schedules
[—

Services

In the New port mapping entry, enter the following details:
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4.

5.

Name: webserver
Service: http-in
Pass To: 10.0.0.2

| f

Policy

Port Mapping

U

Sers

Schedules

VPN

P
Cerfificates
[r———
‘Content Fillering

Click on Apply.

m HISVCIE Servers Tools  Status Help

Port Mapping 7 Yirtual Servers

Edit new mapping :

Narne: I_\gv_gb_ser_v_er_ |
Source Mets: |_ Elank = everyone
oo Users/Groups: I | “any'' = Any authenlicated
Destination [P: | ! | Blank = WiN interfacs P addiess

Service: | hitp-in

Custom source porks: I Blank = any port

.. destination parts: | |
pass to port: | | ... and up. Blank=ro change.

Pass To: [10.0.0.2

Schedule: | - Alwaps - [2

" Intusion Detection # P
Mode: | Inzpection anly

aletting: [T Enable IDS/DP alerting via email for this e

The new port mapping entry will how show under the configured mappings.

D-Link

Building Networks for People

[PR—
‘Content Filtering

[P——
Cerlficates

Click on ‘Activate’ on the bottom left hand corner of the screen to Apply all changes.

DFL-700
Network Security Firewall

m GV Servers  Tools  Stalus Help

Port Mapping / Virtual Servers
Changed settings of "webserver”.

Select "4dd Mew" to create a new port mapping, or select a mapping to edit from the below list:

)

Help
Configured mappings:
Mame Source Destination Service Pass to
webzerver Ay WaN [P httpein 10002 Edit]
[Add new]
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Changes:

6. Click on ‘Activate Changes’ to reboot the DFL-700 with the new settings.

L M Firewall Servers Tools  Stalus  Help

Activate Changes

Press "Activate Changes" below ta save your changes and have them take effect.

Administration - - = ) .
If an administrator does nat log in within a set time, the unit will assume that pou
accidentally locked yourself out, and revert taits previous configuration.

Interfaces Wait for admin login for: | 1 minute =] before reverting.

1EH

Routing
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How do | limit Internet access to web browsing (HTTP) and
email only but block the rest of the traffic?

1. Login to the DFL-700 web interface using its IP address (i.e. https://192.168.1.1).
2. Click Firewall> Policy. Click on the LAN->WAN option.

D-Link

Building Networks for People

DFL-700
Network Security Firewall

m (G M Servers Tools  Stalus Help

“',—’ - 3 Firewall
Firewall Policy

Select which policy to edit:

Policy

Global policy parameters
LAM-»'wAM policy - 4 rulez, NAT enabled
wAM->LAN policy - O rules

Port Mapping

LAN-> DMZ policy - 3 ules

DMZ-:LaN policy - O ules

o wWAN-2DMZ policy - O rules

o DMZwak policy - 4 iules, NAT enabled

Users

LE

3. The DFL-700 has 4 default LAN->WAN rules available. You can leave the first policy as this one just drops
outgoing NetBIOS packets. The next step is to delete rules #2, #3 and #4.

Select "Add Mew" below, or select a rule from the list to edit it:

Il

LAN->WwWAN Palicy

Name Action  Source  Destination Service
i #1 drop_smb-all Drop Ay Ay smb-all [Edit]
VPN #2 allow_ping-outbound Allow Any Any ping-outbound [Edit] 9
#3 allow_ftp-outbound Allov Ay Ay ftp-outbound [Edit] %
$#4 allow standard Aillavy Ay Any TCP+UDP+ICMP  [Edit] %
Certificates [Add new] 5;
=
o

To delete, click on Edit, on rule #2. At the bottom of the screen, check the box called ‘Delete this rule’ then
click on Apply to delete the rule. Repeat the same steps for rules #3 and #4.

Mate that priarties and guarantees will anly work if the traffic imits for the \WAN
interface are configured comectly. Simple limits wil however alwayps work.

¥l Delete this rule

9 © 0

Apply Cancel Help

4. The next step is to add the new rules for traffic that you would like to allow from the LAN through the firewall to
the Internet. The first policy is to allow DNS (#2 Allow_DNS) — which is needed for DNS lookup (domain name
resolution)

i. Click on Firewall> Policy=> LAN->WAN policy, Click on ‘Add New’
ii. Enter the name as ‘allow_dns’, set the Action to ‘Allow’, set the Service to ‘dns-all’, set Schedule to
‘Always’ then click on ‘Apply’
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5.

6.

Create a policy to allow HTTP requests. #3 Allow_HTTP — rule for outgoing HTTP (web) requests.
ii..
iii.

Users

PPy Source Mets: |
Schedules I
... Users/Groups: | "Any" = Any authenticated

[ D Destination Mets: | |
Services
... Users/Groups: | | "By = Any authenticated

| eave source and/ar destination blank to match eventhing
—
Service: I dris-all :}'[
Custom source ports: I | Blank = any port
[— !
Cerfificates .. destination parts: I
T Schedule: I - Always - w]
I Intrusion Detection / P

ode: IInspection anly E

Alerting: [T Enable IDSADF dlerting via email for thiz rule

erv

Confent Fiterng

[T Traffic shaping - limits and guarantees far WAN traffic:

Lirnit Guarantee

Upstream: | | keites | | Kbit/s
Downstream:l | kbitts | | khit/s

Priarity: I Mormal Guarantes .4}

Mote that prionties and guarantees will only work, if the traffic limits for the Woar
interface are configured correctly. Simple limits will howewver always work.

9 O

Aoplv Cancel

Click on Firewall-> Policy-> LAN->WAN policy, Click on ‘Add New’

Enter the name as ‘allow_http’, set the Action to ‘Allow’, set the Service to ‘http-all’, set Schedule to

‘Always’ then click on ‘Apply’
{6 Servers  Tools  Status Help

Firewall Policy

¢

Show policy:  LAN->WAN  LAN-DMZ  WwisN - D7
Pollcy' WANSLAN  DMZ-rLAN  DMZ--WAN

Edit new rule:

Port Mapping

Hame: [dlon_bep ]

en position. Blank = last.

Users

i
R

P et Source Mets:
Schedules I

.. Usere/Groups: | VA" = Any authenticated

Destination Mets: | .

.. Users/Groups: | | Ay = Ay authenticated
Leave source and/or degtination blank to match everything.
[
VEN Service: lm
Custom source porks: I— Blank = any port
.. destination ports: I—
- Schedule: | - Always - "l
(mi! ion D ion / P

Mode: | Inspection only =)

dleting [T Enable IDSADFP alerting via email for this rule

[T Tiaffic shaping - limils and guarantees for WAN traffic:

Lirnit Guarantes

Upstream: | khit/s I | kbit/s
Dowanstrean: | kbitss I | kbit/s

Pricrity: | Mormal Guarantes -v[

Mate that pricrities and guarantees will only work if the traffic limits for the Wak
interface are configured comectly. Simple limits will howewver always work,

Create a policy to allow SMTP requests. #3 Allow_SMTP — rule for outgoing SMTP.

iv.

Click on Firewall-> Policy-> LAN->WAN policy, Click on ‘Add New’
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v. Enter the name as ‘allow_smtp’, set the Action to ‘Allow’, set the Service to ‘smtp’, set Schedule to ‘Always’
then click on ‘Apply’

f

Policy

Port Mapping
Users
—_—

Schedules

Services

JEEEH

-}

VPN

Certificates

‘Confenl Filtering

[

7. Create a policy to allow POP3 requests. #3 Allow_POP3 — rule for outgoing POP3 requests.

M LG Servers  Tools  Status Help

Firewall Policy

Show policy:  LANSWAN  LANDMZ WA -5 DT
WANLAN  DMZ5 AN DMZ N

Edit new e

Mame: |allowe_smip i

Pasition:

| Moves betore given position: Blark = last

Action: | Allowe

Source Mets: |

... Users/Groups: | VA" = Any authenticated

Destination Mets: |

.. Users/Groups: | “any" = Any authenticated

Leawe source and/or destination blank to match everthing,

Custom source ports: | Blark = ary port

. destination ports: 1]
0 D 1P
Mode: | Inspection any [

Aleting: [T Enable IDS/DP aleting via email for this e

[T Traffic shaping - limits and guarantees for WAN braffic:

Lirnit Guarantee

Upstream: | kbit's | kbit/s
Downstream kbitds | khit/s
Pricrity: | Mormal Guarantes: =]

Maote that priorties and guarantees will only wark if the traffic imits for the Wik
interfare are manfinuied camacty Simola broite will hoseser alwaos work

vi. Click on Firewall> Policy-> LAN>WAN policy, Click on ‘Add New’
vii. Enter the name as ‘allow_pop3’, set the Action to ‘Allow’, set the Service to ‘pop3’, set Schedule to ‘Always’
then click on ‘Apply’

¢

Policy

Port Mapping

Users

Schedules

JHEE

w
2
0
&

VPN

Cerificates

i

g

(2]
2
L
&
=5
B
]

8. Click on ‘Activate’ on the bottom left hand corner of the screen to Apply all changes.

M 1M Servers Tools  Status Help

Firewall Policy

Show palicy:  LAM->WAN LAN->DMZ  WwWal->DMZ
WANSLAN  DMZ>LAN  DMZwil

Edit new rule:

Mame: Ia"DW_DUD3
Pasition: I | Moves before given position. Blank = last.

Action, IAIIDW %l

Source Mets I

o Users/Groups: | Yyt = Any authenticated

Destination Nets: I

Users/Groups; I | Ay = Ay authenticated

Leave source anddor destination blank ta match everything.

Service: | pop3 =]
Custom source ports: | Blank = any port
destination ports: |
Schedule I - filvrays - =]
a ion Detection / Py

Mode, Ilnspacllunpnly -I

Aleting: [T Enable IDS/DP alerting via email for this rule

T Traffic shaping - limitz and guarantees for WAN traffic

Lirnit Guarantes

Upstream: I kbit/s | khitss
Downstream: I kbit/s khitss

Priority: | Normal Guarantee =

Mate that prioities and guarantess will only work if the traffic: limits for the \WaAN
interface are configured corectly. Simple limits will however always work
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Changes:

Activate

Discard

9. Click on ‘Activate Changes’ to reboot the DFL-700 with the new settings.

[ —
Administration

G Firewall  Servers Tools

Status

Help

Activate Changes

Prezz “Activate Changes" below to save your changes and have them take effect.

If an adminiztrator does not log in within a zet time, the unit will azzume that you
accidentally locked yourself out, and revert ta its previous configuration.

‘Wit for admin login for:

1 mirite befare reverting.




