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Technical details
This malici has wo mﬁnmnmmmnwmonmwsmlsam
Script. The ncond is a command interpreter packet file, The components vary in size from 483 to 1368KB

Payload

Once launched, the packet (virus) file will add to the configuration registry from the registry file “autorun reg",
which is located in the same directory as the virus file.

The virus then exports the contents of “autorun.bin”, which is located in the same directory as the virus file. or
in the Windows system directory, to "autorun.txt" which is located in the C: root directory

inn‘z \system3Z\avtorun.bin
c:\autorua.txt

If there are no line p in the dif 'y with the virus file, or the Windows system directory.
the virus will search for a file calied “autorun.vbs”. If this file is found and launch, the virus file will cease
running.

Some modifications of this virus will also create a subdirectory called "system” in the Windows system
directory. and copy all “autorun.*" files from the catalogue containing the virus file to this directory

System \system.

When the second P isk hed (the file ining the script wrilten in Visual Basic Script. which
will usually be calied "autorun.vbs”) the current system date will be compared to the date given in the script. If
the dates do not match, the component will cease running_ If the dates do coinzide, a packet file calied
“autorun bat" will be launched. The contents of “autorun.txt" in the C: root directory will be read, the file will be
decrypted (this file is not zero sized) and the contents of the file will be displayed in a message window.

If the current year is no later than 2030, “autorun.*" files on all local hard and network drives, as well as on all
removabie storage media (except those with the logical disk names A: and B:) will be copied either direction,
either by calfing "autorun.bat”, the packet file, with a range of parameters.

Hemovpl tistructions.

If your computer does not have an up-to-date antivirus, or does not have an antivirus solution at all, follow the
instructions below to delete the malicious program:

1. Use the Registry Editor to delete registry keys and parameters which were created in the
configuration registry from the registry file "autorun.reg™.
2. Delete “autorun.txt" from the C: root directory: Delete the following file:

Z:\autoran.uxto
Also delete the foliowing files:

Asutsrun.bin
«autorun.vhs
winbir<\ tem32\aurorun.bin
WinPir-\sysremi2\autorun.vbe

a full scan of the computer (downioad a tnal version of

3. Update your
Kaspersky Anti-Virus),

and perf
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